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Why do I need a strong resiliency plan?

Continuous Business 

Operations

require strategic planning and product 

implementation well in advance of a 

business interruption

Know Where You’re Weak 

well in advance of an event 

and establish the right 

back-up protocols

1 The Economist: Weather-related disasters are increasing 2017 

Cyber Threats

the volume and variety of cyber 

threats to Government Agencies will 

continue to increase

A Full Risk 

Management Strategy

With a well defined and rehearsed 

resiliency plan, you can reduce the 

impact of an event on the 

organization

In The Past 50 Years

the number of disasters worldwide 

has more than quadrupled to 

around 400 a year1

People Are Critical

Protect and support your staff and 

constituents - a strong plan includes  

helping your team understand their role 

in recovery scenarios with tests across 

critical functions and locations 
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Looking back – natural disasters

¹ Farrell, Diana and Christopher Wheat. 2018. “Bend, Don’t Break: Small 

Business Financial Resilience After Hurricanes Harvey and Irma.” 

JPMorgan Chase Institute.

2017 was the most expensive year for disasters in the US¹

$300 billion¹
Total damage exceeded 
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Know your risk – state by state1

1. Washington State Military Department. Hazard Profile - Flood. (May 2013).

◼ Damage from flooding 

exceeds damage by all 

other natural hazards in 

Washington State

◼ Since 1970, every county 

in Washington state has 

received a Presidential 

Disaster Declaration for 

flooding.

◼ During a 100-year flood 7 

counties could experience 

in excesses of $1.5B in 

damage.
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Testing resiliency – Hurricane Harvey and Irma¹

¹Farrell, Diana and Christopher Wheat. 2018. “Bend, Don’t Break: Small 

Business Financial Resilience After Hurricanes Harvey and Irma.” 

JPMorgan Chase Institute.
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Feeling the impact – 2018 Camp Fire

1 2019. Sacramento Bee. $2 billion cleanup of Camp Fire begins – a first step toward 
rebuilding Paradise. Published Jan. 31, 2019
2 2018. San Francisco Chronicle. 29 dead in Camp Fire as firefighters make gains on Butte 
County blaze. Published Nov. 13, 2018
3 2019. Bond Buyer. Near-certain default spurs downgrade of debt linked to fire-ravaged 
town. Published Jan. 28, 2019

◼ 14,000 Properties burned in Butte 

County, California1

◼ Over 50,000 people evacuated from 

their homes and communities2

◼ $2 billion – estimated total amount of 

clean up costs1

◼ $12.3 million – likely value of default on 

public bonds by City of Paradise.3
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Feeling the impact – Earthquake potential in the Pacific Northwest

◼ Seattle, Portland, and Vancouver, 

Canada all sit along the Cascadia 

megathrust fault.

◼ In the event of a powerful earthquake 

along the Cascadia fault, 50,000 people 

in Washington would be in danger from a 

tsunami. 1

◼ FEMA estimates that about one million 

buildings, and 3,000 schools are 

vulnerable to a 9.0 magnitude or higher 

earthquake2

1 2012. Washington State Military Department. Hazard Profile - Tsunami. Published Sept. 2012 
2 2015. The New Yorker. The Really Big One. Published Jul. 20, 2015
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◼ 5 inches of ash fell on the Yakima area, which required 10 weeks to remove

◼ Volcanic mudslides, called Lahars, moved 65 million cubic yards of debris and destroying 15 bridges.

◼ Lahars pose significant threats to populated areas near volcanos around Washington.

◼ The USGS estimates that lahars from a Mt. Rainier eruption would reach Tacoma.2

◼ Roughly $3.4 billion in damage in 2018 dollars

◼ 5,000 motorists were stranded for up to several days by ash fall 

Feeling the impact – 1980 Mt. St. Helens Eruption 1

1 Carson, R., 1990, Mount St. Helens: The Eruption and Recovery of a Volcano: Sasquatch 
Books, Seattle Washington
22016. USGS. Mt. Rainier Lahar Hazard Map. Published Nov. 9, 2016 7



Realize the threat – cyber attacks

Cyber attacks represent a threat of unprecedented scale – no industry is immune 

Financial 

September 2017 – A cybersecurity breach 

compromised the personal information of as 

many as 148 million people

Healthcare

March 2018 – A state agency for aging and 

disability services notifies 11,000 consumers 

about a security breach that revealed personal or 

protected health information (PHI)

Technology

March 2018 – A data breach affects 150 million 

user names, passwords and email addresses

Travel 

March 2018 – Over a two-year period hackers 

access payment card and other personal 

information for 880,000 consumers who use a 

popular online travel service

Government 

March 2018 – A ransomware attack against 

Atlanta’s connected systems city-wide locking 

respective files and demanding approximately 

$50,000 in bitcoin

Retail

April 2018 – Parent company of major retailer 

confirms hackers stole data from more than 

5 million consumer credit and debit cards 
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Understand the affects – cyber threats in the public sector¹   

¹ Mike Kelly. 2018. “The Cyber Threat to the Public Sector: 

Considerations for Federal, State and Local Governments.”

of local respondents cited a 

‘very high' ability to recover 

from a cyberattack

Striking at every level of government

Federal government: 

Data file and website breaches of 

offices and agencies to gain 

sensitive personal information 

State government:

Government websites across four 

states were recently compromised and 

littered with pro-terrorist propaganda 

City government: 

Hacktivists attacked a website (as 

part of local protests) bringing it 

offline for at least 16 hours

28%

30%
-

60%

of individuals fell for a social 

engineering attack

Cyber attacks against local, state 

and federal government agencies 

in on the rise 
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Decoding cyber attacks 

Distributed Denial of Service (DDOS) –

risk to data availability 

Attempting to make an online service unavailable by 

overwhelming it with traffic from multiple sources

Motivation – disruption 

Nation States HacktivistsTerrorists

Ransomware – risk to data confidentiality 

and availability 

Malware that encrypts the victims files, blocking access 

and requesting payment

Motivation – financial gain 

Criminal 

Organizations

Data theft – risk to data confidentiality 

Exposure/theft of data from an unknowing victim with 

the intent to obtain confidential information

Motivation – espionage reconnaissance; financial gain

Financial fraud – risk to data integrity

Attacks on the bank and/or its clients/customers 

Motivation – financial gain 

Criminal 

Organizations

Nation StatesTerrorists

Criminal 

Organizations
Nation StatesTerrorists
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March 22 – Atlanta’s connected systems city-wide were hit with 

a ransomware message, locking files and demanding approx. 

$50,000 in bitcoin 

Services across multiple city departments were disabled 

including:

◼ warrant issuances

◼ water requests

◼ new inmate processing

◼ court fee payments

◼ online bill-pay programs 

Potential cost for taxpayers – $17 million

◼ Approx. $6 million in existing contracts for security services 

and software upgrades 

◼ Approx. $11 million in potential costs associated with the 

attack – new desktops, laptops, smartphones and tablets

Potentially one of the most costly cyber attacks affecting local government in 2018 

Recent threats – Atlanta cyber attack
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Assess your readiness  

Payables — cover payroll and make urgent payments

Receivables — track collections 

Treasury — monitor your cash position (balance and detail activity) remotely

Consider this: 

◼ How will you pay your employees? How will you pay the employees who do not have 

checking accounts? 

◼ How much line of credit do you need in case you’re unable to make deposits to cover 

your disbursements? 

◼ How will you process your ACH and wire transfers to pay your vendors? 

◼ How will your employees pay for emergency needs? 

◼ How will you access your online reports? 

Your bank
can help you

Address
your needs  
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Establish best practices

Complete an independent assessment

Engage an experienced firm to know where your 

vulnerabilities are at all times

Join Financial Services – Information Sharing 

and Analysis Center (FS-ISAC)

Join an industry based cyber security sharing forum

Attack yourself

Create a Red Team and have them attack your systems 

using the same techniques bad guys do. Not once a year, 

all the time

Train and test your employees

Establish a mandatory training program for all employees 

that focuses on the specific actions employees need to 

take to protect the firm. Once trained, actively test them

Conduct exercises and drills

Run simulations and drills to assess your capability using 

table top scenarios and live inject of events into your 

Security Operations Center

Learn how money leaves the organization

Figure out what controls and thresholds you can put in to 

protect money movement assuming bad guys get around 

your other controls

Implement controls for maximum effect

Using your web filtering software, block category “None” –

hugely important mitigation technique – and leverage 

technology called DMARC

Take our training

99% of the wire fraud we are seeing with our institutional 

clients is associated with companies who have NOT taken 

our Cyber Fraud & Secure Online Banking webinar
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Take action – Resiliency Risk Model

Governance oversight

Set priorities  | Transparency  | Major expenditures  | Support operating model  | Escalation

2

Business 

Impact

Analysis

Strategies/ 
Solution

3

Risk 
Assessment

1

Document 
Business 
and Crisis 
Plans

4

Testing / 
Awareness

5

Maintenance
and Reporting

6

Governance

Oversight
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Be prepared – readiness tools

We have the tools to support your contingency plan  

Client-centric

approach

Credit cards

Online 

Reporting

Receivables

Cash

Wires

ACH

Payroll
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What else can we do to keep my business running smoothly in an emergency?

Make emergency payments Mobile Options

Receive emergency payments Mobile Options

Card ProgramsMake emergency purchases

Make emergency deposits Remote Check Deposit

Keep funds earning interest
Alternative Liquidity 

Options
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Are you ready? 

Contingency Procedures

◼ Have we prepared on-site disaster 

contingencies, such as a potable water 

supply, emergency food, flashlights, 

etc.?

◼ Do we have alternate power sources for 

our main server locations, and do we 

have a backup plan if our Internet 

provider goes down?

◼ Do we have contingency procedures in 

place for securing data and facilities, as 

well as processing payments?

◼ Do we have geographically-dispersed 

locations where we can rapidly shift 

treasury operations in the event of a 

crisis?

◼ Do our banks also have dispersed 

payments centers?

◼ Have we tested our primary site against 

our contingency site? 

◼ If we lease our contingency site, how will 

space be allocated in the event of a 

major crisis (such as on a first-come, 

first-served basis)?

Tests and Reviews

◼ Do we conduct tests by logging on to our 

backup system and generating at least 

one live transaction per month?

◼ How often do we conduct a full end-to-

end test to validate the recovery 

capabilities of staff and critical systems? 

◼ Have our tests been audited?

◼ Have we reviewed our account 

information and structures, authorized 

signers, security administrators, user IDs 

and entitlements with each of our banks 

to ensure accuracy?

◼ Do we conduct periodic reviews of our 

connectivity between systems 

and departments?

◼ Do we conduct periodic reviews between 

our backup systems and our customers, 

colleagues, suppliers and other key 

business contacts to ensure they are 

compliant and operational?

◼ Have we had a comprehensive review of 

our insurance coverage as it relates to 

recovery and restoration?

Management and 

Communications Plan

◼ Have we formed an emergency 

management team?

◼ If so, do we have a predetermined chain 

of command in the event of an 

emergency? 

◼ Has this chain of command been 

documented and widely distributed?

◼ Do we have an internal and external 

crisis communications plan?

◼ Have we provided our employees, 

clients, suppliers and other key business 

contacts with emergency contact 

information?

◼ Have we discussed our disaster 

preparedness procedures with local 

services and government agencies?

◼ Have we considered the potential 

emotional response our employees 

might have to a major crisis and the 

support resources they might need?
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Chase, J.P. Morgan, and JPMorgan Chase are marketing names for certain businesses of JPMorgan Chase & Co. and its subsidiaries worldwide (collectively, “We”, “Our” or 

“Us”, as the context may require). 

We prepared this document and associated presentation materials for your sole and exclusive benefit.  These materials must be used for discussion purposes only, and are 

incomplete without a related briefing provided by our representatives. While we are providing the materials and briefing, we are not making a commitment to provide any product 

or service at this point. This information is confidential and proprietary to our firm and may only be used by you to evaluate the products and services described here.  You may 

not copy, publish, disclose or use this information, in whole or in part, for any other purpose unless you receive our express authorization. 

In preparing the information, we have relied upon, without independently verifying, the accuracy and completeness of publicly available information or information that you have 

provided to us. Our opinions, analyses and estimates included here reflect prevailing conditions and our views as of this date. These factors could change, and you should 

consider this information to be indicative, preliminary and for illustrative purposes only. 

The information is not intended and shall not be deemed to contain advice on legal, tax, investment, accounting, regulatory, technology or other matters.  You should always 

consult your own financial, legal, tax, accounting, compliance, treasury, technology, information system or similar advisors before entering into any agreement for our products or 

services. 

This Information is provided as general market and/or economic commentary.  The information is not J.P. Morgan research and should not be treated as such.  In addition, the 

information does not constitute advice or a recommendation regarding the issuance of municipal securities or the use of any municipal financial products or, the advisability of 

acquiring, holding disposing of, exchanging or otherwise taking action regarding, or as to the management of, securities or other investment property. We are not providing any 

such advice.  We are not acting as your agent, fiduciary or advisor, including, without limitation, as a Municipal Advisor under Section 15B of the Securities and Exchange Act of 

1934, as amended or under, or with respect to assets subject to, the Employee Retirement Income Security Act of 1974, as amended. 

The information does not include all applicable terms or issues and is not intended as an offer or solicitation for the purchase or sale of any product or service. Our products and 

services are subject to applicable laws and regulations, as well as our service terms and policies. Not all products and services are available in all geographic areas or to all 

customers. In addition, eligibility for particular products and services is subject to satisfaction of applicable legal, tax, risk, credit and other due diligence, JPMC’s “know your 

customer,” anti-money laundering, anti-terrorism and other policies and procedures. 

Products and services may be provided by Commercial Banking affiliates, securities affiliates or other JPMC affiliates or entities. In particular, securities brokerage services other 

than those that can be provided by Commercial Banking affiliates will be provided by appropriate registered broker/dealer aff iliates, including J.P. Morgan Securities LLC and J.P. 

Morgan Institutional Investments Inc. Any securities provided or otherwise administered by such brokerage services are not deposits or other obligations of, and are not 

guaranteed by, any Commercial Banking affiliate and are not insured by the Federal Deposit Insurance Corporation. 

All trademarks, trade names and service marks appearing in the information are the property of their respective registered owners. 

© 2018 JPMorgan Chase & Co. All rights reserved. 


